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RO T LTS (XT0) W05

o MRS 2 1B A IR © I RL D RRIUAREL,
o 7272 L. KR (HWiMlDFHED A ¥ = A M) + FEED IR
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RIF =T 4 GHE

o ZN: Pi,...,P,.

o % P ~DWHED AN x; € {0,1}*

o BLME~DAT] (RHHEH) - BI%F : {0,1}™ — {0, 1}*.

o &P ~DHIII L F(xa, ..., xn). & D —MRINICIZ, ShH T L IED
HMhz322 6T,

e *v b7 —2F7)L: synchronous network with peer-to-peer secure

channel

X3

8 8

Xy ! Xy

g 8

X1
BRISE—ER (JAIST) 2018 £ 6 B 29 H 4 /99



Y h7—7FT)

o LDZNHF LD peer-to-peer THAAMIE H] (secure channel)
o [AIWIEI % v 7 —72 (synchronous network)
o EONTAFRUDEL R, RDAR Y b THFEICHTE <
o cf. FEFHITYZ v b7 —72 (asynchronous network)
o LA TEL I LZIRET H2HLGHD
o [AIHLHEIE % IKE L 22\ WA, Byzantine &4 % i\ C[AIH0M(E % B
T2 (REZHEDEDPEEDOSINED 1/3 Kz o M2y b7 —2
THEITE2)
o ZIIDGEETIXFHGHE 2 K E L 72\,
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Byzantine &

Byzantine &R MEFESH D <= peer-to-peer secure channel T? Broadcast D HEH?
ik d D

EB (Lamport): IRy + 7 =276, BY) ) HFOLBEAED 1/3 Kb LT —7%
L C Byzantine & EMEICEEH D .

8 JFEA~EN, Byzantine HEDEE

AVRAYF /) —TINEBATWS,

FEEE, 2687, (B (attack)
F7lEk [HOR] (retreat) B TE 2 &
S SIEFREIESEED,

@ SR TRE ST HICRB—HTIT

Bl
qmﬁ 2L, BV ENIDOFRIZND,
BHOE#HALBICEL <fZR3IC

ESLTbRLA?
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Al E & EIE ORE

Byzantine &= M#EIZ, AT LHIEOMEZMC ZLEHLICR S,

Ala LREIEOTIC 1/3 M E0BY ) HER LGS, (7 —D%hvw) BEREFEL v,
JJT\ n=3 OJ{mJo

APHEEE>TNE DA, Bob (BIE) HEEE>TWLWEDA
Alice (BIE) ICIEHIWIT 2 enTERL,

3

Attack! Retreat /Attack!

Attack

Retreat

—
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EDX)ITMPCOLENZEZ 5

HLBIMENBECTE I HEZFICHTOMELRZE L., FHEEEL T2 45 2502 HED
7abkan, HEoO7a ranyp3#{Ee (1313) ACichhd@ebvn),

RENZ7Oban HARIRAE

HuCB(E LHERRESS saoums QA s L HERREEL T
hs

Xy Xs
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AIEE (KEBE) T 2koH

(% DEAIL) AIEEOEZFIR (Z0i5TdH), AIEEFRLIZEICHEE
LClEHRZHETE S, X512, RIEEDYA 72RO L HITHET 5,

@ Passive Adversary (aka semi-honest or honest-but-curious).
o SZEIIKEEH
o LMD 71 b Al o HRBEL 23, 7'a b 2 b G 5
IEEZRSIE OMEFRERZGL ) T2
@ Active Adversary
o AEBHIYIBEH
o 71 R aNpoilil TH RV, EELSMEOWMERRZGEL ) &
T2 LE, atareRRickbowd) LT 5,

X DI VERZDOL DEEEETIND EZ AT
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HonTwvaEEER

PIEBEUIR U 75 R

| Passive | Active w/ broadcast | Active w/o broadcast

fEBAERNE e | <2 <2 <z
LS <3 <3 <2
At R 4 n <3 <3

72720, n> 2. fEHIZ4AT optimal

o [N EGE = HE L HEMADENEL 20
o MEIN e HE L HBDENDL T HhRHENE L 22k,

0 FERENLS: LHEAKMEIRO 7 LY ZATIE, #BATEA0nSWw L, B
E LMD OAITE I,
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Z 2 Caid MPC

BGW [BGWS88] / CCD [CCD88] L fisss 2 473,

o WHRBIGRINL AT ZH M LOMEE 7 a F 2L (MPC).
o NIEHEH < n/2 & L7 L& ED Passive %4275 MPC
[BGWSS] IZ Michael Rabin D RIEREZ M AGDEZ LD
o RIEEH < n/3 & L7 & ED Active K427 MPC
[BGW8S] I [CDMO00] D7 A 77 74 £ &2 B b [CDN15] THEF S 117z
bD
o FE T/ =v
o HIMERE 73 HL (Linear Secret Sharing (LSS))
o MREE M HERRIUAL 71 (Verifiable Linear Secret Sharing (VLSS))
o (V)LSS ToOHH 5
o IMEEIE (ML S) BAKOT, BHAET 277 =y 7 EE,
o MIKEE, HHTE 2 LMK EFIHTE 20T, RO (HIHAR
FEHETTREZ2) BIBO MPC 3 CTE % X 9124 5,
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ZE DN

[BGW88] M. Ben-Or, S. Goldwasser, and A. Wigderson.

[CCD8s]

[CDMO00]

[CDN15]

Completeness theorems for non-cyptographic fault-tolerant distributed
computation.

In Simon [Sim88], pages 1-10.

D. Chaum, C. Crépeau, and |. Damgard.
Multiparty unconditionally secure protocols.
In Simon [Sim88], pages 11-19.

Ronald Cramer, Ivan Damgard, and Ueli M. Maurer.

General secure multi-party computation from any linear secret-sharing
scheme.

In Bart Preneel, editor, EUROCRYPT 2000, volume 1807 of Lecture
Notes in Computer Science, pages 316—334. Springer, Heidelberg, 2000.

Ronald Cramer, lvan Damgard, and Jesper Nielsen.
Secure Multiparty Computation and Secret Sharing.

Cambridge University Press, 2015.
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© Shamir BT
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Ty

TR L 2% MPC TORARBHN, M 2508 L TSINER TR,
t NTIEEDI 2 IR, t+ 1 AL ETHEZEI0TE %,

[s] = (s1, -, 5n)

Dealer S

Dealer ic& W, (nAd) &
s 7][]%.%;/:} HomRE sk

= (Sl, i Sn) ‘
\ g t+1 AL ETsEETTE S

(t+1,n)-FE 98X
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A 738X (Secret Sharing)

(t + 1, n)-TEE 531 SS = (Share, Recon, INe41,,) ENERD ARy 7 %2tz T H D,

@ Share ZF% s € K (K 12{A) 2 ANICELD . nffD share 5757 k)L
[s] :i= (s, ..,50) ZHIT 2HERHT LY XL

Share : s € K+ [s] :=(s1,...,50) € K"

@ Mi1n 2 {QC{l,...,n}|#Q>t+1} (AT 2 & AHE)

@ Recon 1%, [s] D t AL LOEFE %2 &L IES So = {si|li € Q} (Q € Ter1,n) %
ATNTHLY | BB s 2T AHEEN 7L 2 R4

5 SS = (Share, Recon, Te41,0) DSHETELE 1X, RO %W THDTH 5,

@ (Perfect Reconstructability) 22 C®D s € K, [s] < Share(s), Q € lt41,, £ %5 Sq
IR LT, Recon(Sg) =s.

@ (Perfect Privacy) &2 CD s € K, [s] + Share(s), T € Mey1,0 &7 5 ST IR LT,
H(s) = H(s|ST)e T b, MEREH s & Sy 13Ha7,
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578X (Linear Secret Sharing)

SS = (Share, Recon, [r11,,) DRI HCE 13, ROEMZ2 - THDOTH %,

® SS DIE T,

@ (Linearlity) &2T®D a, b, A, p € K, [a] < Share(a), [b] + Share(b),
[Aa + pb] + Share(Aa + pb) I L T,

[Aa + pb] = Ala] + p[b]

DY D, T 2T, Aa] = (Aa1,...,Aan), [a] +[b] := (a1 + b1,...,an + bn) &
EE,

v

Tibb, Pi,..., P, HCTHE a, b %> = 7IREE [a],[b] TH D L E, 5 P D E—D I
TIGT Na; + pb; ZEFE LT O\, p IZFEAD ¥Fircicy=73Nn3

(MNa1 + pbi, ..., Aan + pby) DR Na+pb 2> 27 L7RME [Na+pb] 10725 2 LA2K
%Ry 5,
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(WER2) IR ST HL

Reconstruction T~ ZEALTHAS EDLPDPT NG

9‘/\&!/{ N l< — k“//\_

W

G — [a]=(a, .., a,)

@.--an) ~ (a),--a))
Weconstruction o I
< [21= (4] T;,LW

|\ neav

[C\*b] = [a]* [b]
D&l = Al
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HBH7 (n, n)-$ A 57 1

K ZHRK, 5 s e K.

@ Share(s):
o MV T—HRI v F Ll sy,...,50 1% KDOiES, T4bb,
S1,.--551—1- RK.

e S, 25—27:115,' e K %n-f‘%:
o [s]=(s1,...,50) 21T 5,
@ Recon(si,...,sn): s=>.r, s € Kz,

@ (Perfect Reconstruction) HHH,

@ (Perfect Privacy) £® (n— DD =7 (s4,...,5,_,) ZEo>Th, s ITEHFRT
WST—HE 7 v L THB7D, s & (sqy,...,8,_,) ¥, K>, Perfect Privacy
27 g

@ (Linearlity) BH5 222 [As + ps'] = A[s] + p[s'] M7=
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Shamir 2538

Shamir %538 SS = (Share, Recon, T¢41,n). a1,...,a, € K IZT AT LATTOED S
N7 21,

Shamir SS

@ Share(s):

o a:=s DEMDL & KFRED 7 v & L7 t REHKX
F(X) =0 aiX Zi#EER,

f(X) <r K[X] suchthat deg(f)=tand ap=s.
o [s] = (f(aa),...,f(an)) 2T 5,
@ Recon(Sg) (Sq = {f(ai)li € Qst. Q ETer1,n}): s ZHITI,
s = Z)\,’,Qf(a[) where A,',Q = H ( '(ija,')'

; . 2 NG
i€cQ JEQ\{i}

Reconstruction vector (A1,q, ..., \zq.q) &\ Sq DATIRET 2 Z LITHER
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Shamir B ITHL (2)

Dealer 1Z, %I f % s = f(0) > D deg(f) =t LR B5MTT VLI
#ES,

Dealer S

év S2 ﬁgﬂﬁtgut%ii;gﬁ AL
[s] = (f(ay), ..., f(«
s=1(0) (f(@1), ..., f(an)) ‘

S3
t+1 ALl ETs=f(0) 2B TE 3

WIS, tATIE, sOBHRFNE WL
Sn (t+1,n)-REH 8
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ZIHRDIRED 5

f(X) DIRIE <> LD deg(f) + 1 MOWE
o (f(0) AHtD) deg(f) mindiENsg = % (0) DIEMAEL %L
@ deg(f)+1 fiZLMH = f(X) PWRET DT £(0) DA

40) Fu)

5(0)

{o® o) » wasasky
U 1+ e Fuw)
13140 © gw)
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Perfect Privacy

BUFD (f(aa), ..., flan)) (584 F 51,
@ Original: Dl s:=ap & L. a1,...,a %7 V¥ LICHRE (F(X) BRE) . D i3

f(al),... f(a,,) %fPh..., ’%h%hﬁﬂ%o
® Dist(a, ,..,a;): D & s:=1(0) & L. fla),..., (o) &7 ¥ 5 LIRE (F(X) D
()flll_) . D i f(al) f(a,,) %f P1,..., %ﬂ%hﬁﬂéo

{avy, .., i} X E‘@%ﬂﬁébﬁ”@%o () Original @ share DELY 75 & [ 5540,
(ag, a1,-..,a:) < (F(0), f(«y,),

f(X)=ao+aiX +---+ aX". Vandermonde 175 & b IEH]Z2 DT
f(0) 1 0 ... 0\ [
f(ai) I e Y a1
: RRTHRR :
f(ait) e It at

Perfect Privacy: St = {f(a,), .., f(a;)} 13, s = £(0) & AR5
MITEIFN TR SDT, N6 DENPRNTY s DRz & E %20,
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Perfect Reconstruction

Lagrange #fifflZAF 2> & Reconstruction algorithm % Hi/.

f(X) %A%&deg(f) =t DHHEAET S, BBDOn(>t+1) DELELZH ar,...,a, DH
% f(ou),...,flan) ET5E, F(X)I1Z

Z)\,n a;) where \j ,(X) = ﬁ (M)

Tt o\ —
J=1, j#i
E.n(Ct+1) DBEEKE ar,...,a0 DFECHICE ST -HIEILI NS,
0 ifi#j
A,-(a,-):{ >

1 ifi=].
INON

s=1(0)= Z Ain(0)F(cv)

0:?3‘3?%:\0 ()\1,,1, ey >‘"7") = ()\17,,(0)7 .

, Ann(0)) 2. Shamir SS D ay,...,a, TD
reconstruction vector &3S,
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% JH A Al

Kzthtd s, EED {(a,yi)},; (ai,yi € K) IZRLT (2L
a;i # Oéj)\

o yi=F(aj) fori=1,...,n

o deg(F(X))<n-1
LB HERBIR Y = F(X) B—IRICE £ 3,

ZoE (L) 25
o n VSl &5 Lagrange LI F(X) DX ¥d n— 1 DAF (K
T OXREIE n—1),
o deg(f(X))=t<n—1,F%, {(aj, (o)}, DB HHEIS N7
Lagrange Z A% F(X) £ 3% &, F(X)=f(X) (Reconstruction
D—E),
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Theorem 1 D FFHH

Q={1,...,n} T3, &2TDx (ic Q) ITNLT, Flay) = f(a) £72 % & ) %% IH

ﬁ%‘f—")%iéo F(X)ZZ;A;’Q(X)')C(CW) LB
o o ifi#
Aio(ay) = {1 ifi=j.

B o GER T, 2D 9% Ao(X) e

HJ'EQ\{;}(X - aj)

[Tjeq\qiy (@i — o)
_ (X —a1)...(X —aj—1) - X—er (X —aiy1) ... (X —an)
(i —aa)...(ai — aj-1) - fer—ery - (ai — @it1) ... (a7 — an)

PEMZMTZ T, 512, deg(Mi@) <n—1XD. deg(F)<n-—1.

Xiq(X) =
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Theorem 1 DFEH (Fi &)

F(X) DMz b &2l ¢ X (AT D) £HK G(X) BEFET 2 LIRE, THbD
@ yi=F(ai)=G(aj) fori=1,...,n
@ deg(F (X)), deg(G(X))<n-—1

L. HX) 2 F(X) - G(X) 2522 L, &Tic QIINLT, H(a;) =0 HDXRE

H2 n—1ThHo05, nflD a; ZRICEESZOITIE, H(X) =0 23068, k-7,
F(X)=G(X) ThHhH, ZD&)ALEHAL, n— 1 XU T TR —EICHIET 2.
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Shamir FA%5 70 B 13 AR

f.g € K[X] (deg(f),deg(g) < t) ITRLTXRDZ LIFHSL D,

T7< sl Iﬁ

[af(0) + Bg(0)] = off(0)] + Blg(0)]  where a, 5 € K.

fF(X)=ao+aiX +...a Xt BE g(X) = by + by X +...b X"
LT %, h(X)2 af(X)+Bg(X) LEHET S L., deg(h) <t T,

[A(0)] = (h(e1), - .., h(an))
= (af(oa) + Bg(ea), ..., af (an) + Bg(an))
= of[f(0)] + Slg(0)]
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Shamir SSOE L HA

BIBMED S HICEIRTE 5,
addition

[a], [b]: a,be K % Py, ..., P, BTy = 7 &7 1R

[a] + [b] = [a + b]

fLg2ZNZFNa b’ 27 T5MKD t REEANET 2, h=a, g =b T
FX)=fh+AaX+...+ X and g(X) =g+ @ X + ...+ gX".
h(X) = f(X) +g(X) £ &, h(0)=a+b & deg(h) =t £
[a+ b] = (h(as), - .., h(cn))
4,

h(a,-) = f(a,-)Jrg(a,-) Tf)%ip%\ ﬁ' P; i?’U—fjll/C:Hﬁd)\/I—?%/@.L%?—hCi\
[a+b] &5 9 RIEI T B,

BRISE—EE (JAIST) 20184 65298  28/99



15')  Shaw~SS vo §8& 115 441

K= Zhg
D > P, P; P3 [2]“ LJ]
2
def 2 & ”
2 — (21 - =T (84 , 15, 4t )
= 7 ! n w ™
-ﬁx)-3>(12 ( ‘5 P ] ) $guy  fwjo 5\3)13@)
'5") {n) {I\‘;)
Il < %uRsg
3 = (31 ﬁ‘;i,ukﬂﬁ
FUI=x13 (4/, 5 .\é ) R w3
3"0) ) 9"(3) [5—_] ﬁ"g;
5 — [5) 20,2, 4 )
:F\u) 22X+ S 701N
(°| V2,4

R !
fw Ty T
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Shamir SS DT E GAA)

BRI L TR B,

multiplication

[a](t), [b](t)i a,be K2 Py,...,P, ik (t + 1, n)-SS Ty =7 INTIREE.

[al(e) - [Bl(y = [abl 2ty

B L, 77U, [a] - [b] = (avby, ..., anb) LEE (5 P HO—AMICHSDY =
7R AbE I RE).,

fLe 82N ZNab%> 7 T2MD t REWERET S, fh=a, g =b T,
fX)=fh+AX +...+ X", and g(X) = go + g X + ... + gX".
h(X) = f(X)g(X) Li#E< &, h(0) = ab & deg(h) =2t &1

[abl(2) = (f(ar)g(aa), - . -, F(an)g(en))

LoT, Py, P T ab 2y =7 LICIREBIZR 225, 2t + 1O = 73 E & 7w
& ab BEILTE 2\,
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Shamir SSOENIE (7 A4 7T 7)

multiplication
Lagrange & #RIHMEIC K D

[ab] = [A(0)] = [ Ainh(ai)] = D Ainlh(e)]
i=1 i=1

()\1,,,, .. ~,)\n,n) 1% {Oth‘ ..,a,,} @77‘7\7”;5&& 5,

h(X) = f(X)g(X) TH 225, h(a;) = f(ai)g(ai). &> T, [a], [b] DIRFED S [ab]
ZUEBITIEAS P S0 —A)VIC aib; = f(ai)g(ow) ZETE L&, ZOMED Y = 7 2 4tho)
SN (t+ 1, n)-FRRE S HCCRL D [f(ai)g(ei)] £\ ) REEZ /D I IER, i
B> & 1 — A L 72 GHET [ab] DIRRBICKF > T <,
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Shamir SS DHMNIHE (F &)

o Input: [a],[b]: a,b3ENZILPy, ..., P, [HI T =27 INT V5
e Output: [ab]: abD3 Py,...,, P, CE =735

Q % P3¢ =a;jb; 0 —74 )i e
Q@ KP % Py,...,P, Fﬁ‘fffﬁﬁ”*ﬁ‘%’/\ [C1] , [en] DIRFEIC 72

5o Pild. criye. oy CiiyeoosCni 2y als-. ., [cn] @Eﬁ@*/a:?k
LTk,

Q i=1,... nicHLT Np=1l 57 T 5,

© % PiSdi= Y, Ning, EFHT 5.

Q [ab] = (di,...,dp) DT, [ab] DIRFEICZ 5,
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[a], [b] DIRFED S

HhY
il la] (b]
" "
(o, ar,03 ) Cby, by, by)
P, P, [ 4& P:a
Q,b, 20, 3. b
[ . 1 [a“b] EQ:H b: & 8533
Ceu,Ca, Cy) (G, 2, ) CCa1, G, G)
[O\b ] = }\,3 [QII’J + l\u [GLLl] t )\33 [ajbdj

v 4 " XY

3
(",Zﬁ\bciz'——) ("XLC“:“) (Xac“’ﬁ’xdcﬁ) (‘;/\nCn,-)

3

Zpyia TG 11Rg < [ab]

Y
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Shamir SS I & 2 MPC OFAT &

WIHIREE [a] = (a1,...,an), [b] = (b1,...,b,): TbH abe KDY
Pi,...,P, AT =7 I IRRE.

PRI & B

[a] +[b] = [a+b],  —[a] =[-4]

MBIED S 45 P D3R —A)VIC o + by ZEtE UL, [a+b] E VI REICR S, Fi
£ P DS —a ZEMET U [-a] 1K B,

[ab] = [zn: Ainaibi] = i)\i,n[aibi]‘
=1 i=1

Aryns -5 Ann) 1E {an, ... an} DADSIRE D, & P D3R —A)VIT aib; ZEIHEE, 2D
6% (t+ 1, n)-BIUBRETHCC [aibi] 217 9 o BIIHIMED 5 0 —A NV REHRT [ab] &\
HIRFEICTE 3.

v
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© TRBNBIEL 27~ L F =T 4 G5 (t < n/2 DEE)
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RIF =T 4 GHE

o ZN: Pi,...,P,.

o % P ~DWHED AN x; € {0,1}*

o BLME~DAT] (RHHEH) - BI%F : {0,1}™ — {0, 1}*.

o K P ~NDHIT L F(xy,...,xn). & O—MNICIX, SIEHIT LITED
HMhz322 6T,

e % v 7 —7: Pair-wise private & synchronized.

8

X3

g 8

X3 ! X4

e 8

X1 5
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Secure MPC against Passive Adversaries

2 Py, ..., P,.

% P, ~NOWED AT x € {0,1}}
BEINE~D AT B F : {0,1}™ — {0,1}".

& P ~OHTT L F(xa, ...y xn).

NIRA—=H 1 t,n(t<n/2)

RIEF : passive, Arn(2 {AC{1,...,n} | #A < t}).

Theorem 2
There is an efficient MPC protocol to evaluate any efficiently computable
function F such that the following conditions hold:
o (Perfect Correctness) All players receive F(xi, ..., xn) with prob. 1.
o (Perfect Privacy) Any passive Ay ,-adversary with t < n/2 learns no
information beyond {x;}ic ., and F(xi,...,xn) from executing the
protocol regardless of their computing power and memory,.

v
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MPC DK (HE(H)

A

o F:{0,1}™ — {0,1}*: ZIEAR G T HER %

o Cr: F %#EMH T 24IHAY A XD AND, OR, NOT THEL X 117 i PR
S

o K: n< #K AR

o Cr DiiEF~D AN b {0,1} Z bc {0,1}CK &£ KDILL
AT,

o AND, OR, NOT Di#ii” — b % K L oiHBEICEHE A 5,

e bAbW < b-b € K.
e bVb < b+b—-b-b K.
e b <—1-beK.
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BRIEAE £ ShamirSS DEE DI H % &

Shaw_ N [< — KV\/’\,
(7
Q — Tal= (an,"/Qn)
@,~ an) ~ (& --,0n)

Lé_—ﬁ)f Tal = ‘[}Ncu«d‘m«‘f
( LT ﬂ%[ ﬁ]"“ﬂ’é(:
I wm’) VY 13

[a+b] @[G]-»[b']@(anb.,. ,Quibn)
[hal @A) €3 Ona,, -, 2aw)

def
[an] (?t&] 4;\@(%*/\, <, Qut)

Shamiv SS
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BI% F A%

r : $°.|‘7)\x - 50.&/\ - ,Yo 1}*  HR R ek ato
- N ' Eﬁ

To le,hg A
o
e F”"R&-ﬁz@c‘%g
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@ Input sharing phase: &M P ld, x;, DF{EY F b %
(t + 1, n)-Shamir SS Zffiv> [b] DIRFEIZT 2, DR, BTDOZ
MEOWEDRTOE Y AT (FA) WEIHMS N5,
e Computation phase: &imBl7 — b Z T L 72T CHELT
o [a] + [b] = [a+ b]
e l—[a]=[1- 4]
o [ab] = 32211, Aiinlaibi]
e Output reconstruction phase: /17 — SR DBE 7L S 117 IRAE
KBS TWEDT, &P IXAZOE 7 — MERICET 2> =7 %
fltoZME IR (BEHIZES), & P E, MR ZEILT %,
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ek

@ Perfect Correctness: Passive adversary & . HHH,

@ Perfect Privacy: AIE#H (GE) &, RO FEHOER % EEZ S
B OZITH S,

o Typel: Input sharing phase & multiplication I8RO, EEASINHE
DIFFOMGE (b)) D> =7 ({bitica,,)

o Type2: Output reconstruction phase TOH Iy DETDT = 7,

7T AN =PRI B TEEI 72 3,

o Typel TOIEHR {bi}tica,, 1&. FEEROWE b LM, ko TRITHH
FRWNALTLZR,

o Type2 DHH + H 5 t KB HAFITL D, y=F(0) £H>TED,
AIEFER {f(ai)}tica,, ZHAELTVS, SAEEOEDS L) Lt
92, $5& {f(ai)}ica,, & F(0) 5. K F(X) BEILTE S
DT, EEASIME»SESNTELY =73, THREL BEHRICERS
7 u)**

. %&ﬁﬂ%ﬂiﬂ# RIS BT B2 EEABMED 5 b 5> TALOT, Al biHIAMA & S &2
o R ¢ KO L LS ABDUBTHLL,
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t > n/2 DY

t < n/2 &) HlRIZ optimal TH 5, FEE. t > n/2 DEH, KBITE
7 WBBDHET 5,

Theorem 3

If t > n/2, there is a function that cannot be securely evaluated, even if
the adversary is passive. Here, a function securely evaluated means that it
satisfies perfect correctness and perfect privacy at the same time.

o (Perfect Correctness) All players receive F(xi,...,xp) with prob. 1.

o (Perfect Privacy) Any passive Ay ,-adversary with t < n/2 learns no
information beyond {x;}ic ., and F(xi,...,xn) from executing the
protocol regardless of their computing power and memory.
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FHTE VB

BY%E LT, AND (F71% OR) IZFEHTE v, Kl r—AL LT
n=2t=1DK%2%E2 5%,
o P D% by € {0,1}, P, D% b € {0,1} £ T 3,
@ b=0DLE, bBHEATH>TH, SIBEHRIFZ0O=bAbL THEDT, LA
£n7'n b ardd s D ThiUuR perfect privacy 2> 5. Py i by DIEWRNRICH D
Mo WIET, AT, Py @ perfect privacy bH 2D T, by =1L TH P &
P, DT D L) SNZER 7 1CH 9D P OFFBELEL py 3% FIUT VT R0,

HEREEIZ, 1 DAL SHBONTESHEMKBIZ0TH-IZT (bEbEPLDA
HNBOEDPS), LL, b =1 TOWNET 2 Py ONEEL p1 255 % DT,
perfect correctness 2>5 Py D AJIIE by = 0 THRIFNUITT T R R>T P, D
perfect privacy 3% K %> TL ¥ 9, Lo TFHE,

JHIZ perfect correctness 2 SIRD 2 L, b =122 7ICH I pr VEEL RV L
IZ72 5T, Py D perfect privacy 372\ Z EiZZ>TL £ 9,
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FEHTE WK (20 2)

n>2 D&, 2 ABIMEDGEIRET %,

o N NDENF %, # Vi, #Vo <t L RDZBERLRVDODINL—T7V;
E VL35, t>n/2 DT IHUITTHE,

o Vi h3 P1 DV, s P> D&REZR-TZ LT, 2 ASIMED T — AT
METE 5,

AND Tlz7% <. ORDBFEHTE R\ I L 2R+,
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MPC &R SFZH LA~ DA

HAZEDH

o BB (=HHF v /) ICEHL TEHT 2DIEAMHE, il —
TAEICH D LI b DI,

o AT MPC 23FHITE % (feasibility result) 2> 6. HiflkE il T MPC
ZEEN = ERESEORE—o—2% (Ed%) MPCEHEICIED
EY. BB Z 2z L Twa.

o HBITHATOIHEL BB E L BAEET 5.

o S DJ, Passive Case % HIMIBHFEDNMEA TV 5.
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Q “atteTn
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weEE TV

RHEIZE

RBEOZ7AMINL

BEWBIELEAERREE2
Va X3 .

BRIFFZE—HER (JAIST)

59 &, BEp, BEEEL

ERBTES U R LV,

EAAKAE

saowns QA CHARREEL T
ns
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Environment Security

Environment Z

8 Adversary A/ Simulator S

Parties (Alice, Bob, Charlie), who
execute Protocol

i
e

&D

Ideal Functionality F
*“functionality” of F = *“functionality” of =

— Vaa —~
B B 8 Dummy Parties (Alice, Bob, Carlie)
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Real World

Environment Z X, JRDF ¥ F U5 EREE %, Adversary A%, Z
DEDF FIATHL, HRz Z I8R5,

Adversary A

Environment Z R

Realr 4,z (k, 2)
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Real World (Alice Corrupted)

Environment Z &,

HRDF ¥ 2N ERZTG5, Adversary AL, Z
DEDEFIATHL, 1§

B % Z 12
BHz2THET) Rbbhic

Environment Z

Realr, 4,z (k, 2)

BRIFFZE—HER (JAIST)

B2 %, AlE. Alice® (5% ORI
ek anicsng s,
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Ideal World

Environment Z 1&. RDOF ¥ 26 EHEH %, Simulator S 1, AD
ShzLT, iz Z 152 5,

Simulator S

Environment Z —

4

Idealy 4 7(k, z)
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|deal World (Alice Corrupted)

Environment Z 13, RDOF ¥ 205 EHZES, Sit. Aliced (5%
TOWEEHRZ 2THT) bz baricsmts,

(k,2) > 8 o
\ - _
g « —

Environment Z — I
‘\\ / I """"'"w»,,,,* —~
Idealy 47k, 2) |
S \ —
VAGY

&
&
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e

Real & Ideal D5 % Environment Z 259 T & 227U

R
e
(\4
Bl
o

(k,z) Environment Z

N\
R
P, —
7 —
4 S

EobIZT VR LT
HaER

Adversary A
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Adversary ()

o Passive Adversary (aka semi-honest or honest-but-curious).
o ZENHIKEEH
o IERID 70 bk aip Sl L 223, 7'a b 2 s G HEr 5
IEEASME OWERRZR L) £ T2

o Active Adversary
o HEEHVI IR
o 7B LFaNDLEBL TSRV, IEELSINEDOWEEREME I &
T32LE, TRrtareRRickbowd) LT 5,

o X 51T, static case & adaptive case D3FEFET S,
o static adversary: 70 I 3 VMR E ZEHCAESEDEE I NTW S
o adaptive adversary: 7’0 + 2 VHIZIEERSMNE % corrupt LT, 5%

TOEMENE LICAIEE L LT I ENTES
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HonTwvaEEER

AIEFEE (Adversary 23 corrupt TE 2B MNEED) 120 U 724G H

| Passive | Active w/ broadcast | Active w/o broadcast

fEHiEmLe | <5 <z <z
Wia F12E 4 <3 <3 <2
i e n <12 <2

72720, n>2.

o THMHIRINZ4A: Real & Ideal DA DI5EAIZIE U
o MiFtMNZ4: Real & Ideal DA DD DT DI iGHNZE L D272\,

o IMEBMNZ e ZHEHAREHIFRD Environment Z Tl. kAl TE 7%
WS WL LA, Real & Ideal D ARITE I RV,
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UC %4tk

e FIZ Environment Z & Adversary A % TEEREI 7 12 Real DR
% ldeal C Simulator S 23, ¥ 3T 2L —bFTE&E %46, vt alnrx
ZNAREAEZEE (UC LK) PFEBTEL LW,

“The protocol 7 UC realizes the ideal functionality F,". ® & 9 129

o T TICHIMH L 72 BGW [BGWS88] D ZBINEBEH 1K % MPC I,
ZNE 2 L D P2P OMEMEIMIE I N, RO %y F7—27T
HAUZ, corrupt I SNNHE DB 07 Al T H UL ZE I BCEH
X U TSGR L 20D UCKETH 5,

o ST % [CDN15] ICRE#H X 415 MPC (BGW @ 71 k 2 )L DfE
M) 13, 2IE 2L @ P2P OREEGEMRE S 4, FEAEID % v
F 7 =27 THUR, corrupt S NBSNNHEDLDY 1/3 A T HULTHE
B Z IR LT RBEERIN L 20D UC ZR2TH %,
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© TN H At L F S — 5 4 B (¢ < n/3) 1T
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REENIVIEEH (active adversary) SR IC AT C

Shamir D& 7L TlE, Dealer 28 1EIE 6. Pr,..., Py I
floa),...,fan) BZNENBLS N, AEED ¢ ADIT (n>3t+1) TH
U3, Reed-Solomon ff%5? (Welch/Berlekamp) 512X D & & DL IH
f(X) BEILTE 5,

A

f(aj) =f(aj) + e sit. Wy(e) <t = Reconstruct f(X)

L2>L. Dealer WAIEH TH - 728554 UL D 32727\, Dealer 2345
EETH->TH, 70 b avyZMInigaid, WETHzIEL (P
535G hwiAEeEZ 5 GIERKEML THB),

= Ben-Or/Goldwasser/Wigderson [BGW88] @ (t + 1, n)-flk M HEFLE
53 H (Verifiable Secret Sharing) 773\ (n > 3t + 1).
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S DER

[a]i: B a 2%, ZINERITIEL { BMEIME SIS N TE D, a % P MRFFL TWw
2 {RTE,

[alo: #ED a2 1 ATREFL T WiRAE

[a] : #EDYa % 1 ATHREFL T 228 A WO THEL T uis
Pi:a—[ali: P W a ZIEL S WEST 210758 (23y XV ),
Pi:[a]i = a: P D5, f% a 2K BMEICE > 72> = 7 &FEL E LT broadcast L
THIR T 21775,

[ai = a2 &ZNFED a D> = 7% broadcast LT, ®ED a Z#ikT 51754,
Pi:a+[a;; BMEDPEED [a], DY = 7% P ACHEBETED., P a%2#
Z B Tk, SOTRITE D [a]; LWV RBEICH B T EITHEE

TIEED 2D 1/3 KiiThiuE, BGW VSS @ Distribution 1&, [a] ZIEL S 22 v b
L. Reconstruction (3. BARZIEL {79 2L HICTE B DT, EEHOEMAKNZEHRED
—D2ThH 5,
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REENHIBLEEF (active adversary) MR T7#f

CRJ78P) BB E 2 ZBWRBEHE LA L L2 TEAVL L)WM 2, 20 TH
b eigaik, 7at arho RS, KEBEOWE IR I T 1 F a L hET s
ns,
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REBIHYBLEEF (active adversary) RS T #f

CRJ78P) BB E 2 ZBWRBEHE LA L L2 TEAVL L)WM 2, 20 TH
b eigaik, 7at arho RS, KEBEOWE IR I T 1 F a L hET s
ns,

@ Pi:a—[a]: (BGW) VSS IZEH LT, AlE%& P, THIEL K W X% 2874
WwWkIiIzT 3,
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REBIHYBLEEF (active adversary) RS T #f

CRJ78P) BB E 2 ZBWRBEHE LA L L2 TEAVL L)WM 2, 20 TH
b eigaik, 7at arho RS, KEBEOWE IR I T 1 F a L hET s
ns,

@ Pi:a—[a]: (BGW) VSS IZEH LT, AlE%& P, THIEL K W X% 2874
WwWkIiIzT 3,

0 [a] = a: &ZINED a DY = 7 % broadcast LT, a i % & &, BEINKE
FEPIEL K 2\ = 7% broadcast LT, D ETIERF S oEfi# > T, IEL <
aZtiind 5,

BRISE—EE (JAIST) 20184 685298  61/99



REBIHYBLEEF (active adversary) RS T #f

(KRFet) BEEISCEE 2 ZENKEE LRI 2 L L TERWE I EHT 5, 21Ty
b wEgait, 7u barvh oI h, KEEOWE LRI N7 1 F 2 LdNT S
ns,

@ Pi:a—[a]: (BGW) VSS IZEH LT, AlE%& P, THIEL K W X% 2874
WwkIicT s,

0 [a] = a: &ZINED a DY = 7 % broadcast LT, a i % & &, BEINKE
FEPIEL K 2\ = 7% broadcast LT, D ETIERF S oEfi# > T, IEL <
aZtiind 5,

@ [a],[b] — [a+ b] : ¥EMED S L,
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REENHIBLEEF (active adversary) MR T7#f

CRJ78P) BB E 2 ZBWRBEHE LA L L2 TEAVL L)WM 2, 20 TH
b eigaik, 7at arho RS, KEBEOWE IR I T 1 F a L hET s
ns,

@ P;:a—[a: (BGW) VSSIZEHE LT, FiEA P THIEL S &S X2 2157%
WwWkIiIzT 3,

0 [a] = a: &ZINED a DY = 7 % broadcast LT, a i % & &, BEINKE
FHDIEL K %W = 7% broadcast L TH, ) FIIERF 5 oEfizfHi>T, IEL S
a2y s,

@ [a],[b] — [a+ b] : K¥TEMD o IREZ L,

@ )\ [a] = [Aa] : #BEL SRIER L,

BRISE—EE (JAIST) 20184 685298  61/99



REENHIBLEEF (active adversary) MR T7#f

CRJ78P) BB E 2 ZBWRBEHE LA L L2 TEAVL L)WM 2, 20 TH
b eigaik, 7at arho RS, KEBEOWE IR I T 1 F a L hET s
ns,

@ Pi:a—[a]: (BGW) VSSIZATH LT, AiE%k P THIEL A T EE X 2 215 7%
wkHcT s,

0 [a] = a: &ZINED a DY = 7 % broadcast LT, a i % & &, BEINKE
FHEHMRIEL %\ = 7% broadcast L TH ., D ETIERF S OS2 {li> T, IEL <
a ={EILY %,

® [a],[b] = [a+ b] : WD STER L,

@ )\ [a] = [Aa] : #BEL SRIER L,

@ ) [a] = [a+ A] : Shamir SS = HMH, [a+ A =[a]+ A:=(ar+ A,...,an + A).
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REBIHYBLEEF (active adversary) RS T #f

CRJ78P) BB E 2 ZBWRBEHE LA L L2 TEAVL L)WM 2, 20 TH
b eigaik, 7at arho RS, KEBEOWE IR I T 1 F a L hET s
ns,

@ Pi:a—[a]: (BGW) VSSIZEEL T, A% P THIEL  E Y &% 21597%
wkHILT s,

0 [a] = a: &ZINED a DY = 7 % broadcast LT, a i % & &, BEINKE
HEDIEL %2\ = 7 % broadcast L CTH, D ETIERF 5 DAz fli> T, IEL <
az2tamd %,

@ [a],[b] — [a+ b] : BUBMEL SRR L,

@ )\ [a] = [Aa] : #BEL SRIER L,

@ ) [a] = [a+ A] : Shamir SS = HMH, [a+ A =[a]+ A:=(ar+ A,...,an + A).

@ [a],[b] = [ab] Z ED T B0, ab=> Aisaibi DT, % P; T a;, b; ﬁ)%ﬂﬂiﬁ’]
aib; Z{E>TH S bR iIFIULOIT R,
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REBIHYBLEEF (active adversary) RS T #f

CRJ78P) BB E 2 ZBWRBEHE LA L L2 TEAVL L)WM 2, 20 TH
b eigaik, 7at arho RS, KEBEOWE IR I T 1 F a L hET s
ns,

@ Pi:a—[a]: (BGW) VSSIZEEL T, A% P THIEL  E Y &% 21597%
wkHILT s,

0 [a] = a: &ZINED a DY = 7 % broadcast LT, a i % & &, BEINKE
HEDIEL %2\ = 7 % broadcast L CTH, D ETIERF 5 DAz fli> T, IEL <
az2tamd %,

@ [a],[b] — [a+ b] : BUBMEL SRR L,

@ )\ [a] = [Aa] : #BEL SRIER L,

@ ) [a] = [a+ A] : Shamir SS = HMH, [a+ A =[a]+ A:=(ar+ A,...,an + A).

@ [a],[b] = [ab] Z ED T B0, ab=> Aisaibi DT, % P; T a;, b; ﬁ)%ﬂﬂiﬁ’]u
aib; Z{E>TH S bR iIFIULOIT R,

0 [ME~ADANZE Y I a€ {0,1} I LRFIUIviT R,
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REENHIBLEEF (active adversary) MR T7#f

CRJ78P) BB E 2 ZBWRBEHE LA L L2 TEAVL L)WM 2, 20 TH
b eigaik, 7at arho RS, KEBEOWE IR I T 1 F a L hET s
ns,

@ Pi:a—[a]: (BGW) VSSIZATH LT, AiE%k P THIEL A T EE X 2 215 7%
wkHcT s,

0 [a] = a: &ZINED a DY = 7 % broadcast LT, a i % & &, BEINKE
FHEHMRIEL %\ = 7% broadcast L TH ., D ETIERF S OS2 {li> T, IEL <
a ={EILY %,

® [a],[b] = [a+ b] : WD STER L,

@ )\ [a] = [Aa] : #BEL SRIER L,

@ ) [a] = [a+ A] : Shamir SS = HMH, [a+ A =[a]+ A:=(ar+ A,...,an + A).

o [a],[b] = [ab] Z E 3T 27, ab= Y Ainaihi ZDT, % Pi 12 a, by 75 [ LI
aib ZE>Th SbaFRITIT A,

0 [ME~ADANZE Y I a€ {0,1} I LRFIUIviT R,
= [a(a—1)] = [0] ZFEHHT % |
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REBNII B E £ 7L T b 5 B B

REBNB R FH € T L CEbNZMET (2 y AV ) ¢

[[allo := ([a]s; - - -, [an]n)

D DFOME a BSMEFCHE TR I N, SOIKBME P OFFD aDY =7 a; V&
S IZ S CRVE /T S 11T 2 1R,
D:a—|a]lp FERa2Y F2HWRD L) ICEBINS,

Q D:a—[ap.

Q@ DiF, FvFLLA,.. hEKEEN fh=a L THHEAFX)= X %

EET D,
e D:fl7"'7ft_>[ﬂ]D7"'>[ﬂ]D-

Q Pi,..., P, 1%, BEMEELLu—ALE (ALOBEERL) FHETRORES
E%.

t

[F(a)lp, ..., [F(an)lo  where [f(a))lo =) ojlfilo.

i=0
Q &TD PR L T, Pi:f(ay) + [f(ai)]p.
G ﬁ P,' Ci\ aj = f(ai) k%zjﬂ%o
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K %&\.1 Z" 'tl’&/\
tal, 1, - . [fl,

| P Pu g
\‘/ D—f)lbﬂ”gz‘ o T e

S~
o ¥
Py o ]
GEENA\N i e Dl
© P
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[fall + [16]] := ([ax]s + [Biks, - [anla + [b4]n)

[] DRIGED & |

[[a + b]] = [[al] + [[£]
BRILL . BMERO 0 — 7L 3t 5 e e, EEEOFIIGLIT @Y.,

o Input: [[al] = ([a]s.. .. [ar]a), [[B]] = ([Bulss .. [Bulo).
oOmmm[p+ML:Oa+bm“”J%+bm)

Q i=1,....nICNLT, [a] +[b] ZBESMENET. ThbE EBMER. [a]
LBl DEGD Y =T 2a—ANMIRLEL, [a]+ [b] DREIZT 5, [] DRIE
5, ShUF [ai + b] DIREEERIL,

Qi=1,....nITRHLT, &P Ma+b 2u—ANVEHELRET 2, ZDREE,
[ai + bi];i DIRFEIZ T2 B,
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(o] + 0T = (@AW, .., [adar (6],
u A} @ [INm[.‘17 ) Il'm:/v[u\v
([a‘]““[a“-]") (Eba““[b"‘ln) [a|“bI]| [an“bn]v\

Poo G bs » Gieb; (5.4
lwaor fit
P, P.: [a;];lb;]@ EJQ{b(];

S QT « D = La+b)]

VAR NARN VARN
Ta3s [bal: (a4l o

VAR AN 71
* @ [ RYY
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Lok LER

[la]] & BHCHEDIE 2 ZERFEL TR B L ToAL L 2R TREL FH,
o [[a]li + [[b]li = [[a + b]li
o [[a]li + [[b]l; = [[a + b]lo for i #J.
o [[allo + [[b]]; = [[a + b]]o-
@ [[a]lo + [[b]]o = [[a + b]]o-
BEDNY) I =2 ayPHRETH D, L LT hogad,

[p+bu:0a+bm,”4%+bm)

B D> Tw5, 2FD, WE%2 1L ATRREEL COASNENP 0089 »IcBb 6
T, BT 2T a4+ b ik, PICXDERFEE N, o+ b DSIMFEFTIEL S ESEE N T
W3,
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AEKITHLT, XD LI IERK,
Alal) = (Aails, - Maaln)
[ D#IALED & |

([Xa]] = Alla]]
DRILL . BMERO 0 — 7L 3t 5 e e, EEEO PG T 0@

@ Input: A, [[a]] = ([a1l1,-- -, [an]n)
° Ommm[pﬂ]:(umh“”,p%h>

9,,1 KR LT, Ma] 2&ESNERET, Thbb, £2MED. [a] DH

@/17&%7177 AEu—VICHNIR L. Ma | REZES, ] DD
5 [haj] DIREBIZZ2 5,

Q@ i=1... . nlcHLT, &P 4 \a %0 —ALICEHE LIREE. 2 O ha]s Ok
Rl %,
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Al = (Nay, .. A&l

/ N\
[0\3. T [.a"_.]n

P >\,0~: = NQ: Csecref)

Po Py A& = [a@] (wab,)
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Commitment Multiplication Protocol (CMP) |

Zo7m ban CMP X, [[a]], [[b]] 2> 5. [[ab]] ZHKT 2 & Zicflibnz 77t a
WTH b,
@ Input: [a]p, [b]o, [c]p

@ Output: accepts if ¢ = ab; otherwise, rejects.

Q@ Dk, FVFLkkh,. . ha,... g€ KEZEN FEHAF(X)=a+> ], iX,
gX)=b+ Xt gX ®EE, Did. h(X)=f(X)g(X) =7 kX %t
%, h(0) = f(0)g(0) = c ITHH,

9 DZﬂ,...,ﬂ—)[ﬂ]D,...,[ft]D.

O D:g....8 =&l [&lo
0 D : hl, ...... ,hzt — [h1]D, ...... ,[h2t]D-
Q Pu,..., P, I, ¥BMEZR LD L O —ANGEITFETROREZES,

[fla)]o, - [flan)]o,  [gled)lp, ..., [glan)]o,  [Alai)]o, ... [A(an)]o

Q &ToO P ITKHLT, P f(oz,-)7g(a;), h(a;) — [f(a;)]D, [g(a;)]D, [h(a;)]D.
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Commitment Multiplication Protocol (CMP) Il

Q P, flag(ai) = h(oy) DY SO F 2y 7% LT, b LY itz iud
(accuse, P;, D) % broadcast 35,

Q 2T (accuse, P, D) IZX LT, ZMEREDHIL T f(wi), g(ci), h(ei) Z BN
T35, $hbb,

[F(an)li, [g(ai)li, [A(ei)]i = f(ai), g(ai), h(ai)

Q@ accuse L TRV P i3, —2TH, f(ai)g(ai) # h(ai) L% 5 bDD3H UL,
(accuse, P;, D) % broadcast § %,

@ Step 7 & Step 9 DEEN accuse B3 t + 1 Dl EThiuE, 7a b aLidER
(reject) 1%, %9 ThRIFIUX, T (accept) L5,
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(Correctness) D 23 IEIE 2556

o EE% P X, f(a)g(ai) = h(a;) DI D LDD T, accuse % broadcast 5 &
F7,

@ AIEEZ: P; &, accuse % 2 H[AEMED S 523, accuse DERIEUIE 4 t.

@ (accuse, P;, D) Icxf LT, @MEHIIL T f(ai), glai), h(a;) ZBIRL 7255
A foi)g(ai) = h(oi) DIRD 32D 2 L3530 % DT, IRERBINEHT 7212
accuse §° 5 Z & IFMEVy,

@ ko7, 7u bk aniiaccept I3,
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(Correctness) D D3N IEIE Y545

@ 7'u bk aildaccept SNLICHBD ST, c#£ab THo LIRET 5,

o EHAZMEFEDRIZ n—t >2t4+1. L, RTOILEELRSMEDKEHD Y = 705,
fla)g(a) = (o) DAL LT L E-7 95, T2& deg(h) <2t &0,

[clo = [ablp = X ey Mimlf(ci)g(i)lp PIZL TL Vo, c=ab KT 5,

@ L-oT, IEEAZMEDY = 7DHIC f(ai)g(ei) # h(ai) £ 2 D2 S bE %
T 6 %,

o LoL. IEEXR P IC f(ai)g(ai) # h(ai) £ 5 flai), glai), h(ai) 365 b
Step 7 T (accuse, P;, D) % broadcast 41, Step 9 T, fiDIEEASINE b 2H
accuse % broadcast %78, accuse B3t Z#A, 70 b I VIFHAT reject I
nTLEI,

0 ko T, EEASMEFICARIERY = 7RES GG, 70 b 23T reject I
50T, FIE,
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Commitment Sending Protocol (CSP)

ZO7RbanNCSPIF, D:a—[a&]lp iKT5 70 barodbefibh w77 o
Fan, BELEOTERELTEL,

Input: [a]p,

Output: [[a]]p; otherwise, rejects.

@ DI, V¥ LG A, e KEEN fh=at LTHHEAFX)= X %
EHET D,

Dlﬂ,...,ﬂ*)[ﬂ],',...,[f;],'.

@ Pi,....P g, #BEREL L =AY (HWVLoEERL) HETRDINES
E%, ,
[F(e)lis -, [f(an)li  where [f(a;)] = > of[f].
i=0
[~ ft‘(@ P,' GC%JLVC\ P,' : f(Oz,‘) < [f(a,-)]D.

#PIs, o = flon) LRET 5,
[[allo = ([a]1, . - ., [a]n) DIREEIC B,
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HUHE (BAH)

[lall. [18]] 55 [[ab]] ZHRT 2570 b 2L 252 5. (o] = ([, [ )
(5] = ([bl]l,...,[bn]n) LT3, & = ab OBIE RS T & BHETRL T, [&]] ©
REEIC L 725005 P, 0fa% S L2, EEAAIEL L [&] 22 20T,
#S>n—t=2t+1. £oT

ab = Zx\;,saibi

i€S
[[]] O#EE L D
[[ab]] = Nisl[aibi]

i€s

L7, [[ab]] #EBTE S 2 Eb 5,
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By

o Input: [[a]] = ([31]1,...,[an]n), (6] = ([bl]l,...,[b,,],,).

@ Output: [[c]] = ([e1]1,-- -, [cn]n) where ¢ = ab.

Q P ld. aib ZEE L. CMP([ai];, [bi];, [aib]i) 2419 %, SO 70 b anhz
HINd L [ab]i EV)IREBIZR S,

Q & P, [aibi]i % [[aibi]]; DIREEIC T B 7201, Pr,..., P, DETH 77w aL
CSP([aibi];) 2479 .

©Q CMP 7u bt anz2Zians P, oL % S T35, E2NMEFIIFHI O —A )L
AL
> Nisllaibl]
i€S

EWIHREERES,
#S>n—t>2t+1 &, [[]] DBIIELD .

[[ab]] = [[D_ Nisaib]l = Y Nisllaibi]]

ies ies
EVIHREBICZ>TEYHNZEL T 5,
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EDFELWVATA FIFLATIC
o 1486S W5 7' 1 + 2 L BlGH
o URL:https://www.jaist.ac.jp/~fujisaki/i486S

Thanks for listening !
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Wt TR R S (VSS)

Ben-Or/Goldwasser/Wigderson [BGW88] @ (t + 1, n)-#aE ATBEFKRES 731 (Verifiable
Secret Sharing) 7734 (n > 3t + 1)

HHY: Dealer D IZFAE 71
[s] = (1, -y 30) = (F(aa), ..., f(an))
ZIEL S FEfrEE 0,

@ Dealer D
Players Pi,..., P,

Perfect Privacy: Dealer 231EME 7% ;4. Dealer DREEH s € K 1X. t ALLT DK
BB Aen 1N L C—YIERE LG 250,

Perfect Reconstruction: VSS /7 AMS AW TZIE (accept) SN izey. EIER

Z}j}ﬂ% Ph17 ey Phn—r Li\ t ﬁo)dqé %%IE:—& f 0)){—(7\ (f(ahl), ey f(ahnit)) % %ﬂ%‘
nyo,

= Jhbb, EEA t+1 AU EOBMEDAT, £72id n AOHITHIEED ¢
ABTEL > TwT, 202 EELZZMENPRBRTE T2 CTHMWE £(0) Z1E

L {EILTE %,
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BGW VSS

Dealer 13, KD X 9 e "ML HEAE (7 V7 412) ES,

Bivariable Symmetric Polynomial

t
F(X,Y)= Z r;JXin where rpg = s,
ij=0

Notes:
o F(aj,aj) = F(aj, ;) for all i, j.
e f(X) £ F(X,0): real sharing polynomial.
@ s = F(0,0): real secret.
o s; = f(aj) = F(a;,0) = F(0,«;): P;'s real share on f(X).
e fi(X) £ F(X,a;): Pi's verification polynomial.

BRISE—EE (JAIST) 2018 £ 6 A 29 A

79 / 99



BGW VSS (Distribution Phase) |

70 b aVEFTH, D D accuse St + 1M EERSRETY B b 2)VIIER S R
flikTrdsb0Ld 5,
@ Dk, s=F(0,0) &L, BEEZHER (X)) = F(X,ai) Z P (i=1,...,n) IZZN
i (EEfET) %5,
Q & P; 3. deg(f;) # t DHfr. (accuse, i, D) % broadcast* L, Step 9 T7'1 2L
PRI ND ETHEIGL 2\,
*: broadcast channel % {ii L C\>7 2%, Byzantine algorithm T broadcast Z9:Bi9 % (n > 3t & b W[fE).
© deg(fi) =t ZMERTE P 13 s5=£(0) & s @EI%@/;T& RET D, %P
&, sj = fi(ay) 2 (WEEET) P (e {1,...,n}\{i}) i
D BFEZ L TeaFIUL 5 = £(0) = F(0, o) = F(aj, 0) = f(a;).
o % P; 1, P; (_j S {1, RN n}\{l}) MHRXRSNTEL Sji WX LT, Sij = Sji THdH
Frv I T5b, HFPIE EONTELs; IKNLT, s #£s £R2DDEFHKAL
Rf, P; 1. (dispute,i,j) % broadcast 3 5%,
D, P;, P; PETIEHEA S, sij = fi(aj) = F(aj, ;) = F(aj, ) = fi(a;) = sji.
@ D %, % (dispute,i,j) IZX LT, § % broadcast 35,
D BIEETHIUE, s = Faj, aj) T2,
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BGW VSS (Distribution Phase) I

Q@ (dispute, i, ) IZW LT broadcast SN 7z §; ., P & P ldZnzh g =s; L
G=s THEDFrr T, bL, HAOLDE HLEVEbhoks, Z
DSE (P £§%) 1. (accuse, i, D) % broadcast L. Step 9 T7'1 2 /L23%
HINng ETHEIGL &,

@ DiE, TNETOLTD (accuse, i, D) IZH LT, £(X) % broadcast § %,
D #EETHIUL, f(X) = fi(X) TH 5.

Q f(X) ?¥ broadcast Sz & &, T ETaccuse LT\ P&, deg(f) =1t &
sii = fi(ai) = fi(ay)
DAL T 20 F = v 7 L, BOLL % F 49U (accuse, j, D) % broadcast T %,

Q INHTD accuse B HET ¢t LT DL, 78 F 23S (accept) S41,
INFETICaccuse Z L7 P b, fi(X) 2F7- B OBEELHA L A% L
f(X) 2 H(X) LBE, 5=1£(0)2ATD> =7 T 5,
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BGW VSS (Reconstruction Phase)

Reconstruction

1EE% n— t(> 2t + 1) ADOSNFE 1%, Reed-Solomon ff5DEZIZ L D |
f(X)ZBILT A5 LDTE, s=f(0) ZHILTE 5,

@ Step 6 THrilaccuse B3 t + 1 DA EIZ7Z2 b 71 b a L )sidiilig 7 X
NaFE, DDIEETHAH) LarrH) L, il tbt+1 AN
LOEEARSINHER T t KLHEK f(X) 23l (BHETHR) Ihd,

o U b andZMINK, DBIEETHA) b)) e, IFAE
BATOBNERT t KEHR F(X) 25 (RESH) S5,
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Perfect Reconstruction

Theorem 4

BGW VSS A ZH SN/ L &, RTOIRELSMNE P e HIZ, 5
(FL) t REERX F(X) DFERE () 2> =T ELTHD, £oT,
#H=n—t>2t+1 X Reconstruction THE f(0) 23 ICIEL < It
TE 5,
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R 4 DEEH (D DA IREZR5E)

D DIEETHIUL, IEERSINE P; 1Xdispute 2352 LiddhHh-oTh,
accuse 245 Z L, NIEAZMFOLIZt THSr6, 7uba
WFHICZH I N, & P id, ((X) 20K L. DIZIEEA D

fi(0) = F(0, ;) = F(a;,0) = f(ay) D3R D 32D, O
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T 4 DFHH (D BXARIEZEDLE)

D%AIEFEL, C% Step2 & Step 6 T accuse L R WIEEAZSIMEDEL ET S,
Step 6T, 7B FAADBKRT LBEWVE LS, ZDRKET accuse L 7S MMEFDHUIHE 4
t. koT, #C>n—#{ FIEH } —Haccuse > n—t—t=n—-2t>t+ 1

g(X) = Nicfi(X)
ieC
LB, ED P e HIZx LT,
gla)) =D Nicfi(e)
ieC
= ZA;,cﬁ(a;) (At Step 9: fi(aj) = fi(ei) forall i € C, j € H.)
ieC

=1£(0) (deg(f) =t #C=>t+1= £(0).)

:sj'

CIBTH2SMEIZEEIEERDT, deg(f) =t &V deg(g) =t. £-o7T, EEAS
g Py i3l ¢t XEHN g(X) DR g(oy) ZERFFT 5,
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EH 4 DRIEEH (D DA IEZ DBE)

FITRD lemma &2 5,

Lemma 5

A(X),.... (X) € K[X] % p DG K 275 ET 5 t REER,
o1, 0p € KIBHWICERRSMHET S, p>t+1T, &TD
ije{l,....pH ITNLT, fi(ey) = () DBLT BT 2L, 5D
degy(F) =degy(F) =t TH % “ZEHNWLIHK F(X,Y) BEFEEL T,

fi(X)=F(X,a;) forie{l,..., p}

E2 %, J
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p=t+1D5H&

FRZ bV x, i % x=(1,x,...,x)7, wi =1, ai,...,a0)T EERET S, H(X) DRI
BHERETEINIMLE L ETBE A(X)=x"FEER2, pa,.. e Dt +1
RIGR7 PLEBOMTR R FATHD . M2 (pr, ., ) E (E+ 1) x (E+1) D
Van de monde {74722 5 1E0l, ko T, (t+1) x (t+ 1) 79 R=(f,..., fop1)M™*
E¥5E (fA,...,fi;1)) =RM. x> Tfi=Rp;. kbbb

f(X) = x" R where i=1,...,t+1 (1)
fi(ay) = fi(ai) &y fiew) = fi(ai)" = (i " Ragj)" = pi "R pi £
pi" Rui = "R . (2)

N, BTO i je{l,. . t+1}ITRHLTHY DD S, MTRM = MTRTM. M i
EHZ2 S, R=RT. Tk b, “EBOIHLEX F(X,Y)=x"Ry (L7ZL.
y=(LY,....,Y)") PHEELT H(X) = F(X,a)(=x"Rui) £ 5, O
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p > t+1DI

Q={1,...,t+1} T2, i€ QIIKNLTIE, p=t+1DHEADL _EEWNIHLEA
FIX,Y)=x"Ry (R=R") HHELTH(X)=x"Ru; £%%%, ZI T,

fi(ay) = p;" Ruwi = (" Rsi) " = i Ry
g QoA f(X)=x"F LB,

fi(ai) = fi(oy) forall i € Q. (3)
R
[,I,,'Tfj" = p,,-TRp,j for all i € Q. 4)
M= (p1,.. s peg1) ELT, (8) 26 MTF =M "Ruj. MIZIEHIZDT, £ = Rp,;.
koT, (X)) =x"Ru; (j ¢ Q). O
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D DA IEE DG E DA

@ C: Step 2 & Step 6 T accuse L 2 WIEERSMFDES

@ C: Step 2 £7-13 Step 6 T accuse L ZIEELSNEFEDES, Thbb,
H=cuCc.

Step 6T, 7B FAADBKRT LBEWVE LS, ZDRKET accuse L 7S MMEFDHUIHE 4
t. o,

H#C>n—#{ AIEFH } —faccuse >n—t—t=n—-2t > t+1.

Lemma 5 X0, i,je CIZRLT, fi(ay) = fi(ew) 5. &TD e CITHLT,
f(X)=x"Ru; %%, je Cld, fi(X) % DD OZITMBH, 70 b 2 LHRHEINICZ
bl N RN 4

fi(oi) = fi(ay) forall i € Q(C C).
QI COMEED #Q=t+1 42inta, T2Lp>t+1 D56 EFHKRT,
EX)=x"Ru; € C). kb, 7o b arpZHING %5 IEHASMERLEICK
<.

(_~

fi(X) =x"Rui = F(X, ) for all i € H.
k5T, £(0) = F(0,a;) = F(a;,0) = f(a). 0
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Perfect Privacy

Theorem 6

D 3 E1E 756, Distribution Phase #5479 % Z & T, AIEHICH NS
EEASMEDS = 7 SEHR £(X) (P € H) 1<BIT 3 58I
{fi(ej)|P; € H, Pj € A n} DAHT, F7: D DIEREH s 13—,

REZEDIATE 21HHRIE {£(X) = F(X,a J)|P EAn} THB, ZD
HH 6. EEESMEDLEX £(X) DR (o)) (P € H,, Pj € Atn)
DERIFFOoN LD, ZNU LOBERITZICHES N\,
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Theorem 6 DA |

k(X) Z2EED
k(0)=1 and k(aj) =0 forall P € A;,

ElB t REHEALE TS, k(X,Y)=k(X)k(Y) £EHET S, $5& kX, Y)IE
BT IHAT,

degy (k) =degy (k) =t, k(0,0)=1, and k(X,a;) =0 forall P; € A,
fEED S ITHLTF 2

F(X,Y)=F(X,Y)+ (5 - s)k(X,Y) (5)
EEFRTDE,

£(X) = F(X,q;) = F(X, o)) = f(X) for all P; € A:t.n
DD 32D, At,n 75%:7%% &, ZIFBTEIA f(X) ZHIFHL Tw 286 L, f(x) %
WL Tw 2 GBI EROECH RV, FHBE F(X,Y) %2 F(X,Y) % F(0,0)=s
@x#@%k7/&b’“hf@ L (B) DEIEIFELEZBDIE, (8- 35)k(X,Y) DE
BIHDAH L, F(X,Y) DIRELT one-time pad I 117z kfE
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Theorem 6 DA I

I:'(X, Y)= xT(r,-j +(5- s)k,-j)y where roo ='s, koo = 1, rj = rji, and kj = kj;.

Ko Twa kD, MEHh 6 F(X,Y) %, F(0,0) =552 F(X, o) = £(X)
(Pj € Av,n) D&MD D & ZEHONHRELIHAL LTI VS MGBEAR DD LR TH 5,
ko T, MEHNIZ b A, T 1B 5 N B ERIZ A, O

BRISE—EE (JAIST) 20184 68298  92/99



Reed-Solomon £ 5

(n, t + )-S5 &3, n RouR7 PVZERD t + 1 XIGEr2EHTH
%5, K=Fq OLOMBD g HOHRE) 92, a1,...,ap € K
(aj # ajfori#j) &9 %,

Reed-Solomon (RS) f75

f e K[X], deg(f) <t £ % 2% HAD NELN L RDFF53E
(f(aa),...,f(an))

DEED 6 5846% . (n,t + 1)-Reed-Solomon ff55 &5 9,

e, CRS = {(f(an),...,f(an)|f € K[X] s.t. deg(f) < t}.

(n,t +1)-RS 513 (n, t + 1)
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MR 5D 2 &
o MRS C 1k, X7 FIVEBDIIIT X7 FIVZERTH 5 DT,

c,c’eC, abekK = ac+ bc’ € C.

2% 0., RSB0 55E,

EEOMELZ2/SE c, c/ & NIV Y) BATUTOEED (5—) 7 b
Ve e ITHLT, &7

c+e#c +¢€
6. 7 D ETIEWRE (T-error correcting) &2,
MIURE S DR NERRE o 12, IEFDORANDFSFED NS v JTHARICEL WV
MRRFS3 D BTIERTRE (BK) B, 7 < ¢ ORAfHE.

@ VEK DNV EBR: wy(v) 2 # of {vi 0 for v =(vi,...,va)}.
v & wllonN Ty JHEEE: dy(v, w) £ wr(v — w).

5 DR/NERE: — oD/ SR T v IREED R/ME.
d = min{du(c,c’)|Vec,c’ € Cst. ¢ # ¢’}
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RS-fF5

(n, t + 1)-Reed-Solomon f'5 D ix/NEEEIX n — t (= (n, t + 1)-FREFF 5
Di/NEED 1), 25D ETIEWBERARIE T < 55t B T D%
KAl

RS FF580 f = (f(on), - - -, F(an)) THB T & 2T AR,
FBOHE F e B = f(x) =0 OEAD ¢t HUT
iz 512, deg(f) <t £ t+1 HUEOBELEBBHZ L f =0 koT,
f(x) =0 DEFH ¢ HUT <= wy(F) > n—1t
TG, BN d =n— t 2SS ND, TS5IC, wy(e) <n—thD e e CRS LuvI L,
Ve, e € CRS, Ve, e’ (wy(e),wy(e’') <n—t) — ct+e#c +e.

O

v
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RS- 15 DfEs (2D 1)

Shamir SS DA IEE DY 1/3 Kiii D545 9D Reconstruction D BARR Tk
LEEC

@ i3t f = (f(a1),. .., f(an)) where deg(f) < t and n > 3t + 1.

@ L5—fFEFf=(n,...,ys) =f + e where Wy(e) < t

® Goal: F %5 FIfHT 5

Welch /Berlekamp Algorithm
° Q(X,Y) = h(X)-AX)Y
@ Q(ai,yi)=0fori=1,...,n
@ deg(fo) < 2t and deg(fi) <t
@ f(0)=1
L5 f(X), A(X) 2k, £(X) = 25 £ LTHiJL

Wi(e) <t 2D, n>3t+14%56 DK% f,fi BIFEL. 512 £(X) = 25 %l

=7,
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RS- 15 DfEs (2D 2)

fo, i DFELERER.
yi=flai) + e T e £ 034 tIHDT, fo, fi KD X I ICHFET 2,
B={i|e#0} LB, ThED, #B<t.

(X =
KX = Hﬁ;i(ai))
EBX,
o H(X) = k(X)F(X),
o fi(X) = k(X)
L, A(0) =1, deg(fh) < 2t, deg(fi) <t. THIT, i=1,...,n XL T,
Qv yi) = folcw) — fi(a)yi = k(a,—)(f(a,-) - y,-) —0.
& oT fo, A IFETE,
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RS-f15 D5 (2D 3)

o fo(X) =a+aX+...... + ati2t
@ A(X) =14+ b X+...+ bX*

Q(ai,yi) = folai) — filai)yi =0 fori=1,...,n 025, AT DRMEE 3t + 1 D#E—
RITEAZ ML,

a0
0 1 a]_ PEEEEY PEEEEY a%t _yl _y]_al PEEEEY —ylai
ae
= 1
by
0 I ap - - a%t —Y1 —YnQpn - _Ynag b
t
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RS-£15 s (2D 4)

@ Q(X) = Q(X,f(X)) LEHET 2, T2 deg(Q) <2t.
@ Wy(e)<t &V, yi="f(oy) 2B ESL n—tllid 5,
@ koT, n—tfD () T Q(ai) =0.

@ n>3t+1 kD, deg(Q)<2t<n—t. koT,

deg(Q) =0.
e ko7,
f(X) — A(X)F(X) = 0.
e koT,
F(X) = ﬁl’g;
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