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Information Security Testing and Assessment

Level 1: Investigate the security of a desitop computer

Today s your first day on the job as a sysadmin. Your boss tells you that he suspects somebody tried to hack into your
company’s netwark, and asks you 10 INvestigate a Possidle Cyber ALACK that may have happened when the system
administrator was 8 guy called Daniel Craig, The boss sits you in front of the previous sysadmin's computer, and wishes
you good fuck.

You glance at the machine and reluctantly get to work

Question 1
The operating system and kernel release number can tell you about the possidle vulnerabilities of a computer. Find out
the full kernel release number of the machine (e.g., 3.4.5-6.7.8.abc.x86_64)

Mt 1: You can use the command unase to find cut OS detals.
Hint 2: $ unaeme -r

t 3: An alternative scltion is to Get the required information from the /proc/version file.
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1. CyLMSER YT YYERK

Reference: R. Beuran, D. Tang, Z. Tan, S. Hasegawa, Y. Tan, Y.
Shinoda, “Supporting Cybersecurity Education and Training via
LMS Integration: CyLMS”, Springer Education and Information
Technologies, vol. 24, no. 6, November 2019, pp. 3619-3643.
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CYLMSFHH®DEEH 771 )L

e CyTrONEDH T ILIT7A)L: NISTLAJLL

e cytrone/database/NIST-levell-content-ja.yml
e 10) ks 49 A= b/

s titlelF&E: AVTIUYDRAMILIGE

e questions: BIRENDHAE



title’sd

- training:
- 1d: NIST‘—L].—JA o o :‘sjj—_‘sj\yo)leglrl\)l/
title: TARAIMYTAVEA—3DNLX1)T(4RAE
overview: > — AT DEEE

<p>ARBFVATLEEBELTHNOTOLEEDATY, HEF-D LA E. HH
DAHET-DEHL DAY T —VIZHBELELSIEL-CEERH>THY., H=lcF=T)L-J L
AT EFEND BN EEE S EICREI SO H DT A N\—BEHETSL5
HHFEL =, LAIEHIEDS AT LASEEDILVE 12— 20 H-FESLE T, EFL
LWCEFEATWEYS, </p>

<p>Hltl3/ YAV ER T, A HBICRYBMYET, </p>
level: 1< LANIVES (BREATEE




guestions

- questions: / BEDID ] N
- id: L1-JA-001 / [ElRE DN

body: ARL—TAVITVRTLEA—RIV))—RBEEIFOVEL—ZIZEDHE
55IEOD_I“b'lib\%éh\{iiéu‘:b\’cﬂéiﬁ' ROVDA—>RIW)) —RABEBSEHFEL T
Sy, (f51:3.4.5-6.7.8.abc.x86 64 )

=] K&
answer: 3.10.0-957.12.2.e17.x86_64<4— [BIRBD IEfEE

hints: € ERD)AR
- B fzld<code>uname</code>aAT U RE{FEH->TOSHEHFMEIET &M

TEFEI,

- <code>$ uname -r</code>

- ADF7EELT, <code>/proc/version</code>T7 A ILMo L BITIF
HEIET ENTEFT,

- id: L1-JA-002



SELLMVES

« CYLMSA—HHAFK
« title’i&E: pp. 5-7
* questions: pp.7-9

e CyLMSDHY2TIJLTF7A )L (cylms/)
e demo quiz.yml: BFIEFED [EREHI

EER HEOBREETAN—LUCDOAR
(CYyRISAHAVTU IZEDHEBRDLELHS




2. CyRISABa> T I1ERK

Base Image Collection

Reference: R. Beuran, C. Pham, D. Tang, K. Chinen, Y. Tan,
Y. Shinoda, “Cybersecurity Education and Training Support
System: CyRIS”, IEICE Transactions on Information and
Systems, vol. E101-D, no. 3, March 2018, pp. 740-749.

Web Mail
Desktop server - | server
/Cyber Range Creation
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CyRISHHMDEE M 771 )L

e CyTrONEDH T ILIT7A)L: NISTLAJLL

« cytrone/database/NIST-levell-range.yml
« =DMt Uay

* host settings: IRAFPCDELTE

* guest settings: 7 ARNVMMDELTE

e clone settings:VMYB—Z2T DE&RE

« CyTrONEZF| A9 5FZHE
« EECYRISZFIATHEZE. {{ VAR }}DEHDOKH
VIZEZFESIHENH D

office




host settings

- host_settings: _ CYRISHYFIAAT HHRREDID
- id: host 1< (DL a3V THER)

mgmt addr: {{ host mgmt addr }}
virbr addr: {{ host virbr addr }}

_ CYyTrONEFA D& TE
J7AILIZIEE

account: {{ host account }}

11



guest settings

- guest settings: ‘7 ARVM®DID ¢
- id: desktop VM7 74 ILDMRTFSN
. LYNASTA ID

<« VMI7A4)L4

basevm config file: /home/cyuser/images/basevm.xml

basevm type: kvm

tasks: <« — FRIDYRR
- add_account: ]
- account: daniel FhHYOREIEM

Gl 6 passwd: JamesBond I BHRRY

[ERE4 full name: Daniel Craig

)

- install package:

- package manager: yum I\ —UF AV AL
vy

- 12

name: wireshark




guest settings (2)

- emulate attack:
- attack type: ssh attack

RAEES target account: daniel 5 WEIIAL— 3y
attempt number: 54 DIRY
attack time: 20170328 _

- emulate traffic capture file:
- format: pcap
file name: /home/traffic.pca s
— PEEP — PCAPTZAILEB DB RY
- attack type: ssh attack
attack source: 2.95.120.235

noise level: medium —
- emulate malware: .
- name: DAEMON YT FIzal—3y
= *
cpu utilization: 40 DFRY

(*cpu_limit AN iHhE)

mode: dummy calculation
13



clone settings

=JL ==

CyTrONEDVER TE
- clone settings: é(/////

- range id: {{ clone range id }}

hosts: LOSERIZEDLNS
- host id: host 14— HRAFDID

instance number: {{ clone instance number }}

guests:

- guest_id: desktop :|~1E5’f7<I~VM0)|DtVM3§&

number: 1

t int: >S F
Gntty point: YeS «<— | v omrAn) LTiEE

topology:
- type: custom
networks:
- name: office
members: desktop.eth

0 eth0Z& Ry —2IC

EXS

=L

X B



* host settings:pp.5-6
* guest settings: pp. 6-16
* clone settings: pp. 16-23
CyRISOHY 2T )L TF7A )L (cyris/examples/)
e basic.yml: ZZDHA/\—L D

e basic multi-host.yml:ZDHYA/N\—L>D (¥
ILFRRRIN—23Y)

e dmz.yml: EHVMD YA /N—L 2T TIL(DMZ)
e full.yml: g I 74 LD ERAA

15



DMZH> T )L

external segment ethO| eth1 internal segment
‘ firewall
ethO ethO
othO eth2

fileserver database
dnsmail

office segment

ethO

desktop

16



DMZ(clone settings

guests:

guest id: firewall

number: 1

forwarding rules:

guests

- rule: src=office,external dst=internal.dbsrv dport=3306

- rule: src=office,external dst=internal.filesrv dport=139,445

- rule: src=office dst=external dport=25,53

entry point: yes
guest id: dnsmail
number: 1

guest id: filesrv
number: 1

guest id: dbsrv
number: 1

guest id: desktop

number: 1



DMZ(clone settings : topology

topology:
- type: custom

networks:

— name: external
members: dnsmail.ethO
gateway: firewall.ethO

- name: internal
members: filesrv.ethO, dbsrv.ethO
gateway: firewall.ethl

- name: office
members: desktop.ethO
gateway: firewall.eth2



N X
~EE:EE
/ I WITYY

« FALDIPTRL A&, CyRISHNE EIRIIZERTE (p. 18)

e <range id>.<instance id>.<segment no>.<guest id>

« FREENT-HAN—LUDIZDODNNTHDEFRNIT7AILIZ
REINDS

cyris/cyber range/ID/range details-crID.txt
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3. CyTrONEFHER

thoodle
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» CyTrONE
Instructor Cyber
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Training

Database\
CYyTrONEFRDERTE 771 )L

Reference: R. Beuran, D. Tang, C. Pham, K. Chinen, Y. Tan, Y. Shinoda, “Integrated
Framework for Hands-on Cybersecurity Training: CyTrONE”, Elsevier Computers &
Security, vol. 78C, June 2018, pp. 43-59.
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HEITFAIL

« ZDODHFEEIFF7AIL

e users.yml: I—H - RALDERE
« CYyTTONE~AND T IR IEHR
* CyRISHNFIFHTESHRAMEHR
« FLULVESR: CyTrONEL—HH /K pp. 3-5

e training-LN.yml:;BEAVTIYDEFEX
e training-en.yml: BFBRA TV
e training-ja.yml: BAREERA TV
o FFLULVEHR: CyTrONEZ—H A pp. 5-6

21



users.yml

a—H1 Xk
- users:éf”’//’
— 1—H4

- name: John Doe <~ JINZT—R/Awa
1—HID /(password.py’@iﬁ‘i)

id: john doe <«
password: Spbkdf2-sha256$29000S7x27jl..

host mgmt addr: 172.16.1.7

. . _ CYRISHDEETE
host virbr addr: 192.168.122.1 (R T7 A L)
host account: cyuser |

22



training-ja.yml

- types:
- name: YFUFITEDNVEE
category: scenarios
- name: REYIIZEDNVEE [N/A]

category: topics — OF)AF) Xk

- scenarios: €—

SRS

tute of Standards and Technology

# Scenario based on the US National In
# (NIST) Guide on Information Secuxrity Testing and Assessment
- name: [AHREF2)T1T7RA&EFH _ b&)[/IJZI\
levels: &— o
. LAILA
- name: L)L 1 €&

content: NIST-levell-content-ja.yml |

CyLMSH (content) &
CyRISFH (specification)
DEEBRIT7AILEIETE

specification: NIST-levell-range.yml

- name: LANJL 2

content: NIST-level2-content-ja.yml %ELL \aA T YD %ﬁi
specification: NIST-level2-range.yml

23



4. FED

o CyLMSAHERER I 7 ILDER - BEE 272V ([ERE)
D £
c titleGE:AVTUYDEAMIGE
e questions: BEDHNE
* CYyRISAHEEIR D 7AILDIERR > YA/ \—L 2 DE%E
* host settings:  RANPCHERTE
* guest settings: 7 ANVM®DELTE
e clone settings:VMIHA—=1% DEE
e CyTrONERERE 7ML > 21— i RALDEREEH D
DT DE
e users.yml: 1—H - FRALDEERE
* training-LN.yml:JEE VTV DE X
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