, A4 N =L Vv O EBRP
HE_BEEE HE N N EEE
H E N BN EEE BN N
HEL
ADVANCED INSTITUTE OF
® ENCE AND TECHNOLOGY HE B E BN E BE BN
0 Cybe nge Organizati d Design

HA/\—tFal)T+4
EBE IL—L T —%4CyTrONE

[ mmHE

JLRE S d R S R A S Bk

Razvan Beuran



B2

HAN—LERE
CyTrONED I
CyTrONE®D FI| FB
x&H

s w N e



1. A IN—L R

o« JLFESLInBlFZMKRERKRE NECEIEEE
« 201554 ~202143 R
« BARER :HAN\—LUTERE
« IEE 4 : Cyber Range Organization and Design (CROND)

* BH): Y AMN\—tF2)TAAMERDRE

» SEERGTAN—LUUZHTIBERICRETESD
=8 D E B TR F

« ZBETOYU S LD ELUEMAF

o




HAN—EEDOLEN

X271 Advanced Nl = ar e 105 P 3
fN—=2T skills

\ TEFIR-BEE

TXa)T14EH
mMERL—=24 7

Low skill level TR A&




CRONDD;FE

e X al)TaL—= T FFID)C
s HAN—EBEMESIL—LT—CyTrONEZ

GitHub T2 B
https://github.com/crond-jaist

* /AEBIZ:]:E/ZTA
1. BEISEFEIVTUOYDRE EMAEIEE
2. BEEREOBHAREEHE
e X al)TaEH R L —=
« V)T RT—LDTARAT
 EEIVTUYDEHENERL
o« BEILFE
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CyTrONE

Instructor

Training
Database

CyTrONE Web UI: Door

LMS

e

Training Content Active Sessions
Create Session | Refresh Content End Session | Refresh List
[ Scemario Name () ID Session Name Inst. Count Creation Time
Information Security Testing and Assessment 2 Level 1 (sample) 1 Wed Feb 2 18:18:55 2022
Level | (sample) 1 3 Level | (sample) 2 Wed Feb 2 19:16:43 2022
NIST Guide Inspired Training
Level |

Level 2

CTF Style Training Questions
Binary

Cryplography

Netwoek

os

Web

Last refreshed on Thu Feb 03 2022 11:52:03 GMT+0900 (Japan Standard Time)

CLI/Web Ul

% Cyber
Range Trainees

Information Security Testing and Assessment
Level 1: Investigate the security of 3 desitop computer

Today s your first day on the job as a sysadmin. Your boss tells you that he suspects somebody tried to hack into your
company’s network, and asks you 1o investigate a Possidle Cyber AttACK that may have happenad when the system
administrator was 8 guy called Daniel Craig. The boss sits you in front of the previous sysadmin's computer, and wishes
you good fuck.

You glance at the machine and refuctantly get to work.

Question 1
The operating system and kernel release number can tell you about the possible vulnerabilities of a computer. Find out
the full kerel release number of the machine (€.., 3.4.5-6.7.8.ab¢.x86_64)

Mint 1: You can use the command unase to find cut OS detals.
Hint 2: $ uname -r

Hint 3: An alternative sclltion i to get the required information from the /proc/version file.
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CyTrONE

DixrlE

o CyTrONE®j

*$ ./start cytrone.sh
s AU IJ7AID /tmplICRTFESND

« CyTrONEDFRT
*$ ./stop cytrone.sh

* Moodle VM

DEE -2 T

e S virsh start moodle
e S virsh shutdown moodle
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*$ ./create training.sh
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* $ ./get notification.sh
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 ./end training.sh 1 < HEODID
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Dear user,

Thank you very much for using our cybersecurity training framework.
We would like to inform you that Training Session #1 is ready to
use. Please find below detailed information about how to access the
created cyber range instances:

- Total number of cyber range instances: 2
- Cyber range instance #1:

Login: ssh trainee01@127.0.0.1 -p 63476
Password: 86y35m9bka

X

A B

- Cyber range instance #2:
Login: ssh trainee02@127.0.0.1 -p 60243
Password: 0lgxbn3pk7

We hope you will gain valuable knowledge about cybersecurity through
this training. Feel free to contact us if you want to share with us
what you think about our training framework.

Best of luck,
The Administration Team
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Moodle~D 7Ot X (1)

c WebT75OH ET

https://O0O00.0):8081
EAALTT7OEXR

s X FDICyTrONE Training1Z2')v%

= CROND

CROND Moodle Site

Available courses

@TrONE Tra@
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« ZEEDMoodle AN I—HRZENRT—KEA
hLcTas (Y

CROND Moodle Site

Forgotten your username or
password?

Username

Password Cookies must be enabled in your
browser

[C] Remember username
Some courses may allow guest

] access
Login

Log in as a guest
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« HXFDI Activity #0: OO 1% EIR

CyTrONE Training

% Participants
L P Dashboard / My courses /| CyTrONE Training

U Badges

& Competencies

Training Activities

List of cybersecurity training activities created via CyTrONE

l@vity #1: 1465S Cybersecurity Trai@

@ Dashboard Added on: 2021-09-02 09:35:22

B8 Grades

(D Training Activities
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* lEnter IRRZ1RT

7= CyTrONE Training

CyTrONE Training

% Participants a2 1 v v . 8
Dashboard /| My courses /| CyTrONE Training / Training Activities /| Activity #1: 1465S Cybersecurity Training

U Badges

& Competeocks Activity #1: 1465S Cybersecurity Training

B Grades Added on: 2021-09-02 09:35:22

&l Training Acthiities Number of attempts allowed: Unlimited
Y b Number of attempts you have made: 1
Grade for attempt 1: 0

@ Dashboard Grading method: Highest attempt

Grade reported: 0
# Site home

£ Calend Mode: O Preview ® Normal
alendar
Y Private files

= My courses
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Information Security Testing and Assessment

Level 1: Investigate the security of a desktop computer

Today is your first day on the job as a sysadmin. Your boss tells you that he suspects somebody tried to hack into your
company's network, and asks you to investigate a possible cyber attack that may have happened when the system
administrator was a guy called Daniel Craig. The boss sits you in front of the previous sysadmin's computer, and wishes
you good luck.

You glance at the machine and reluctantly get to work.

Click to show hint
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$ ssh trainee01@127.0.0.1 -p 63476
The authenticity of host '[127.0.0.1]:63476 ([127.0.0.1]1:63476)' can't be established.
ECDSA key fingerprint is SHA256:Y+ukVDgO09KKJHtF709P/Wc3M6xxPBJr4p5Fy9uNpBtd.
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '[127.0.0.1]1:63476' (ECDSA) to the list of known hosts.
trainee01@127.0.0.1's password:
[traineeO0l@desktop ~]$ ifconfig
ethO: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 3.1.1.2 netmask 255.255.255.0 broadcast 3.255.255.255
inet6 fe80::5054:1ff:fe01:102 prefixlen 64 scopeid 0x20<link>
ether 52:54:01:01:01:02 txqueuelen 1000 (Ethernet)
RX packets 133 bytes 19164 (18.7 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 525 bytes 51218 (50.0 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x1l0<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 0 bytes 0 (0.0 B)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 0 bytes 0 (0.0 B)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0
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o [Exit activity I7RRAZD01) w9

7= CyTrONE Training
% Participants

U Badges

CyTrONE Training

Dashboard /| My courses /| CyTrONE Training / Training Activities / Activity #1: 1465S Cybersecurity Training

c MERELTHLAEL DT, EBEETHEOHLL

& Competencies

B Grades

(O Training Activities

@ Dashboard

Training Activities

List of cybersecurity training activities created via CyTrONE

& Activity #1: 14655 Cybersecurity Training >

Added on: 2021-09-02 09:35:22
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